In this research work, we apply the Internet of Things (IoT) paradigm with a decentralized blockchain approach to handle the electric vehicle (EV) charging process in shared spaces, such as condominiums. A mobile app handles the user authentication mechanism to initiate the EV charging process, where a set of sensors are used for measuring energy consumption, and based on a microcontroller, establish data communication with the mobile app. A blockchain handles financial transitions, and this approach can be replicated to other EV charging scenarios, such as public charging systems in a city, where the mobile device provides an authentication mechanism. A user interface was developed to visualize transactions, gather users' preferences, and handle power charging limitations due to the usage of a shared infrastructure. The developed approach was tested in a shared space with three EVs using a charging infrastructure for a period of 3.5 months.
Introduction
One of the big challenges related with electric vehicle (EV) market penetration is the charging process, where the main problems are related to the lack of proper infrastructure in residential buildings (condominiums) since they are not prepared for this new reality. Condominiums have the problem of shared electricity, which does not meet the EV owner's requirements. Based on new advances in the Internet of Things (IoT) [1] , and the associated sensing devices and communication platforms, blockchain and information systems have the potential to create new solutions for these problems. Another facet of this challenge is the problem associated with rental houses and the eventual need for supporting EV charging in these cases.
In condominiums, unfortunately, there is a general reluctance regarding the installation of EV charging stations that will only be used by a few homeowners [2] . In addition, there is also an issue regarding the safety of the electrical installations, since they are not built proactively to support EV charging stations, and, adapting the condominium electrical infrastructure will require not only that a consensus between the majority of the owners is reached, which may be hard to achieve, but also authorizations issued by the government building safety entities.
Taking into consideration that most residential buildings have shared spaces with common electrical installations and are not prepared for the installation of new EV charging systems, this is a barrier to EV uptake [3] . A study by Lopez-Behar et al. [4] identified four main problem domains in the context of sharing EV charging solutions in buildings: unavailable charging infrastructure, building limitations, regulation issues and parking availability. Complementary to the setup presented in Figure 1 , which is suitable for deploying the solution at the local level, in the context of a single condominium, an equivalent model can be applied to scale the solution to a wider geographical area with an increased number of charging locations. In this sense, Figure 2 expands the proposed model to an IoT architecture that is suitable to explore cloud paradigms, such as Infrastructure as a Service (IaaS) or Software as a Service (SaaS), where the local management unit is replaced by a shared cloud computing platform. Without loss of generality and instantiating the model with existing platforms, the mobile app can be deployed on the Google Play store or Apple's App Store, the Management Unit can be packaged in a Docker container [5] , and deployed on the AWS (Amazon Web Services) cloud computing platform, and the Ethereum open blockchain network can be used to support the financial transactions originated by the EV charging operation. Complementary to the setup presented in Figure 1 , which is suitable for deploying the solution at the local level, in the context of a single condominium, an equivalent model can be applied to scale the solution to a wider geographical area with an increased number of charging locations. In this sense, Figure 2 expands the proposed model to an IoT architecture that is suitable to explore cloud paradigms, such as Infrastructure as a Service (IaaS) or Software as a Service (SaaS), where the local management unit is replaced by a shared cloud computing platform. Without loss of generality and instantiating the model with existing platforms, the mobile app can be deployed on the Google Play store or Apple's App Store, the Management Unit can be packaged in a Docker container [5] , and deployed on the AWS (Amazon Web Services) cloud computing platform, and the Ethereum open blockchain network can be used to support the financial transactions originated by the EV charging operation. Figure 2 also enumerates the sequence steps to initiate a charging process: (1) Using the internet connection, the payment is sent from the mobile device to the open blockchain network (Ethereum); (2) the information related to the operation is exchanged between the mobile device and the Management Unit hosted on the AWS; (3) payment is received from the blockchain network, triggering the charging process on the Management Unit; and (4) the EV charging process is enabled on the IoT device (installed on the parking facilities), and the information related to the energy being delivered is sent back to the Management Unit on the AWS. This paper is organized as follows. Section 2 presents the state of the art in related work. An overview of the proposed approach is presented in Section 3, and Section 4 describes the system implementation. Section 5 presents a case study at a condominium, and Section 6 discusses future implications of the presented work. Finally, Section 7 presents the conclusions.
State of the Art
The proposed approach explores a set of works in several domain areas to create a new approach to handle the EV charging process in shared spaces, including the use of IoT sensing information to measure electricity taken on the EV charging process. Concerning driver profiles and EV charging with power limitations, several studies have been performed, and we apply an approach based on our previous work described in [6] . In our implementation, it was also considered an implicit authentication mechanism [7] , applied on user's mobile devices, which confirms the user authentication based on actions that he had performed on a daily basis. This implicit authentication mechanism can be used to prevent fraudulent credit transactions on a mobile device, verifying that the user is who he claims to be during the transaction. After researching systems that meet our criteria, we found some promising work [8] [9] [10] [11] [12] . We apply a solution with user privacy (no identification is performed) in an approach based on the system proposed by Frank et al., called Touchalytics [13] . We also apply the blockchain approach to handle distributed transactions without central supervision. The primary goal of the blockchain is to allow decentralized transactions with a digital currency, such as Bitcoin [14] or Etherum [15] , without the need of a public authority to control Figure 2 also enumerates the sequence steps to initiate a charging process: (1) Using the internet connection, the payment is sent from the mobile device to the open blockchain network (Ethereum); (2) the information related to the operation is exchanged between the mobile device and the Management Unit hosted on the AWS; (3) payment is received from the blockchain network, triggering the charging process on the Management Unit; and (4) the EV charging process is enabled on the IoT device (installed on the parking facilities), and the information related to the energy being delivered is sent back to the Management Unit on the AWS. This paper is organized as follows. Section 2 presents the state of the art in related work. An overview of the proposed approach is presented in Section 3, and Section 4 describes the system implementation. Section 5 presents a case study at a condominium, and Section 6 discusses future implications of the presented work. Finally, Section 7 presents the conclusions.
The proposed approach explores a set of works in several domain areas to create a new approach to handle the EV charging process in shared spaces, including the use of IoT sensing information to measure electricity taken on the EV charging process. Concerning driver profiles and EV charging with power limitations, several studies have been performed, and we apply an approach based on our previous work described in [6] . In our implementation, it was also considered an implicit authentication mechanism [7] , applied on user's mobile devices, which confirms the user authentication based on actions that he had performed on a daily basis. This implicit authentication mechanism can be used to prevent fraudulent credit transactions on a mobile device, verifying that the user is who he claims to be during the transaction. After researching systems that meet our criteria, we found some promising work [8] [9] [10] [11] [12] . We apply a solution with user privacy (no identification is performed) in an approach based on the system proposed by Frank et al., called Touchalytics [13] . We also apply the blockchain approach to handle distributed transactions without central supervision. The primary goal of the blockchain is to allow decentralized transactions with a digital currency, such as Bitcoin [14] Energies 2019, 12, 2987 4 of 25 or Etherum [15] , without the need of a public authority to control the process. From the technical perspective, a blockchain is a sequence of blocks associated with transactional data using encryption based on a private and public key [16] . User A performs a transaction, and this process is associated with a block encrypted with his private key, in a hash process. User B checks the transaction using the public key of user A, allowing the following properties:
• Decentralization, since we need confirmation from some party of each block transaction without central control; • Anonymity, since it allows for the authentication of transactions without giving up any personal information; • Auditability, which is performed based on the fact that each of the transactions is recorded and validated with a timestamp, where users can trace the previous transactions by accessing any node in the distributed network.
The application of blockchain in the domain of smart grids has great potential, providing a decentralized approach to implement management systems [17] and handle power transactions. Due to the large space occupied by the meter sampling information on a blockchain block, [17] presents a design to balance the amount of information kept onchain/offchain while keeping the properties of a block chain implementation. The authors of [18] note the use of an open public cryptocurrency network, such as Bitcoin or Ethereum, can introduce a high transactional cost, due to the fees associated with cryptocurrency transaction processing (eventually similar to the cost of the energy supplied), and propose the development of a private Bitcoin-based blockchain network for EV charging purposes. Other relevant application cases include micro-generation [19, 20] , as well as the contribution to handle the EV charging payment process without the use of propriety company payment systems.
The EV charging payment process is more frequent than fossil fuel refuelling and more complex due to the immaturity of the service. Specifically, the following issues are fairly common: (1) Transparency and clarity of rates and charges before they are incurred; (2) ability to pick-and-choose best rates and location of available charging points on the go; (3) ability to request priority charging and pay for it, when other EVs do not need priority; (4) ability to select a supplier or source of electricity, which would also enable greater competition and increase trust of customers; and (5) preferences for various types of payment, such as post-paid, pre-paid, or one-off payment.
We complement this work with our previous work on an EV charging system [21, 22] and IoT energy measurements using local sensors [23] , as well as new challenges of energy markets [19] . Some issues identified are also addressed in [24] , which proposes a blockchain-based model with recourse to a bid to identify charging stations (and eventually schedule the charging), complementary to the approach suggested in [21] . Another issue originated by the increase of the EV charging needs is the impact on the energy demands and the power limitation of the existing infrastructure [25] , which may not only increase the operational costs to fulfil the required demand, but also affects the voltage stability of the network. In [25] , the authors introduced the AdBEV, which is an algorithm to optimize the EV charging schedule, maximizing the voltage stability at the power grid side, and minimizing the charging costs. In [26] the application of a blockchain-based process is suggested to support the EV charging queue management.
Together with mobile device authentication and a payment system, we developed a new approach to be used in shared EV charging spaces. Another interesting output is to use mobile devices to provide authentication and payment services in the context of the public EV charging systems, exploring recent advances in mobile device payment systems for public transportation [27] and other application areas [28] . As a new topic of research, new publications are appearing in the literature concerning the use of a blockchain approach to handling the EV charging process, such as: testing pilots to use digital currency for the EV charging process [29, 30] ; proposal of a P2P energy transaction model to handle the EV vehicle-to-grid (V2G) operation in smart grids [31] ; handling the EV authentication issues based on a blockchain approach [32] ; proposal of a cross-domain authentication scheme with blockchain [33] ; and handling of security and privacy issues for energy transactions based on blockchain. Moreover, in this context, the EV is identified as part of the energy market [34] , and as a contribution to the contextualization of the local energy market [35] , where the blockchain plays an important role in the decentralization process, as well as for optimization purposes [36] .
Proposed Approach-Conceptual Model
The EV charging platform is composed of the elements presented in Figure 3 , whose roles are briefly described below, and the implementation details for each component is detailed in the next section:
• IoT Units. Sensor and power management units that support the interaction with the EV charger, being used to enable or disable it (on/off switch), to measure the amount of power consumed, gather environment temperature and humidity (complementary measures), and to upload all the information to the management unit. Implemented with COTS (commercial off-the-shelf) components, Arduino microcontrollers, actuators and sensors. Depending on the installation requirements, different components can be combined to set up the IoT Unit.
•
Mobile App. The element that establishes the interaction between the EV owner and the platform, authenticates the user, starts/stops the charging process, and provides some common operations, such as configuration management, usage dashboards, transactions lists, etc.
• Management Unit. This element is the heart of the platform, providing not only all the backend services to support the required operations, but also the management console for the platform. In the prototype presented in this paper, the management unit was implemented using a Raspberry Pi, which also acts as a Wi-Fi access point, providing network access to the sensor units and to the mobile app, but it could also be implemented using a cloud computing platform.
Energies 2018, 11, x 3 of 25 the process. From the technical perspective, a blockchain is a sequence of blocks associated with transactional data using encryption based on a private and public key [16] . User A performs a transaction, and this process is associated with a block encrypted with his private key, in a hash process. User B checks the transaction using the public key of user A, allowing the following properties: 
System Implementation
As previously described, the proposed EV charging platform is composed of three major elements: IoT units (sensors/actuators devices), a mobile app and a management unit. This section explores the implementation details of each element. 
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IoT Unit
The IoT unit was developed considering the approach described in our previous work [19] , with improvements to the hardware and transmission process, as well as the creation of a prototype towards a possible commercial system. The first steps were the assessment of the surrounding environment and context, aiming to review the system design approach. The goal of reaching a potential commercial system's architecture led to the consideration of a flexible design, where different network transmission requirements/devices, current sensor devices and power switching devices should be available to use, tailoring their combination to match a specific installation requirement. After an initial period of checking and testing hardware, we implemented a solution based on an Arduino Uno (microcontroller) combined with the devices listed in Table 1 , where only one component for each type was used to assemble the IoT unit. 
Configuration of Variations
Wired (Ethernet) vs. Wireless (Wi-Fi) Network: Taking into account that most existing condominiums do not have a wired network infrastructure, the use of a Wi-Fi network simplifies the deployment of the platform, as no other infrastructure components are required, particularly when using the Wi-Fi network provided by the management unit. For new installations or for larger installations, a cable-based approach may be more suitable and less error-prone.
Intrusive vs. Non-Intrusive Power Sensing: The non-intrusive approach offers the capability to measure the energy that passed through a specific IoT unit, allowing the measures to be gathered without any major changes to the existing infrastructure, as the sensor only needs to be "hooked" around the power cable that powers the EV charger device socket. However, since no physical devices are installed between the power plug and the EV charging device, the capability to enable/disable the charging process needs to be implemented by the EV or by the charging device and exposed as a service to the charging platform; eventually, the platform network or other communication technologies, like BLE, could allow the management unit to start/stop the process based on user commands. On the other hand, although the intrusive approach forces the platform owner to introduce the IoT device between the power grid and the power socket, which requires some intervention in the existing infrastructure, it is able to provide a sound solution to the platform owner, as it provides a "one-in-a-box" unit that is able to measure and control the energy delivery (enabling/disabling) simultaneously, while providing energy only to authenticated users or inside of a blockchain transactional context. Built-In vs. COTS (Commercial Off-The-Shelf) Power Switching: To enable/disable the EV charging devices, we have considered using the SRD-05VDC-SL-C (Ningbo Song Relay Co., Ningbo, China) device (see Figure 4f) , which, when connected to the Arduino device, can be used as a switch. A different approach to support this requirement is to use a standard TCP/IP-based (Transmission Control Protocol-Internet Protocol) switch commonly available as COTS on the market.
Hardware Components
The most relevant characteristics of the hardware components used for the prototype implementation are:
• Arduino R3 Uno Microcontroller ( Figure 4a ): based on the microcontroller ATmega328P, it has the following characteristics (from the Arduino R3 Uno dataset):
14 digital input/output pins (the first 2 are commonly used for serial RX/TX (Receive and Transmit), 6 can be used as pulse-width modulation (PWM) outputs that mimic an analogue output) and 6 analogue input pins (A0-A6). measure and control the energy delivery (enabling/disabling) simultaneously, while providing energy only to authenticated users or inside of a blockchain transactional context. Built-In vs. COTS (Commercial Off-The-Shelf) Power Switching: To enable/disable the EV charging devices, we have considered using the SRD-05VDC-SL-C (Ningo Song relay Co, ,Zhejiang,China) • modify the conductor itself. The measurements are collected from the electromagnetic 
IoT Unit Software
The software implemented in the Arduino Uno microcontroller was developed in C++ through the Arduino IDE, where the main methods are used to read the sensor data, enable/disable the EV charging device, authenticate the user, initialize the network shield and obtain an IP (Internet Protocol) address via DHCP (Dynamic Host Configuration Protocol) or configure a static IP address, buffer the collected sensor data, and send the data to the management unit. Once the IoT Unit is powered on, it performs the following steps:
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When the device starts, it checks if it contains configuration information stored in the EEPROM. In this case, it will automatically go to step 3 (if the sensor is started with the reset button pressed the EEPROM configuration is deleted, Figure 4i ). 2.
In the absence of a stored configuration, the device contacts the server to obtain the configuration data, receiving the following parameters in response: (a) Data transmission frequency; (b) sampling frequency; (c) target server; (d) IP configuration (static or dynamic); and (e) time server. To identify the sensor together with the central application, the sensor Id is read from the dip-switches shown in Figure 4i , allowing a total of 64 (2 6 ) sensors configured to obtain configuration. 3.
After reading the configuration data, the device is ready for operation.
The communication with the server to obtain the configuration and sending of readings is done using the TCP and Hypertext Transfer Protocol (HTTP) protocols, using the GET and POST methods, respectively.
Mobile App
As an integral part of the project and to allow the EV owner to interact with the platform, a mobile app was developed in C# using the framework Xamarin.Forms, which allows multiplatform development for Android, iOS and UWP (Universal Windows Platform). Figure 5 presents the use case diagram that enumerates the most relevant features implemented.
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As an integral part of the project and to allow the EV owner to interact with the platform, a mobile app was developed in C# using the framework Xamarin.Forms, which allows multiplatform development for Android, iOS and UWP (Universal Windows Platform). Figure 5 presents the use case diagram that enumerates the most relevant features implemented. 
EV Charging Process (Automatic vs. Manual Starting Process)
Initiating the EV charging process is the key function of the mobile app, being simultaneously the most frequent operation, as charging the EV is the purpose of the entire system. Requiring the EV owner to connect to a network where the management unit is reachable, as is illustrated in Figure 3 (assuming that the system operates in a closed network), to be able to start the charging process adds 
Initiating the EV charging process is the key function of the mobile app, being simultaneously the most frequent operation, as charging the EV is the purpose of the entire system. Requiring the EV owner to connect to a network where the management unit is reachable, as is illustrated in Figure 3 (assuming that the system operates in a closed network), to be able to start the charging process adds a non-practical, time-consuming process. Aiming to improve the user experience, while performing the operation, we have implemented two approaches: one automatic approach supported by the NFC capabilities of the user's mobile device and one manual approach relying exclusively on the implemented mobile app. Using a more automatic approach, the user initiates the charging process using the NFC capabilities of his mobile device to authenticate the operation, starting the process by placing his mobile device near to the NFC reader attached to the IoT unit. In this case, the process will use the statistical information collected from the previous operations to confirm the user authentication, estimate the power needs and the amount of time that the EV will be connected to the charging plug (to forecast the power/time usage). Complementary to this process, a more controlled approach can be used, when the NFC device is not available or not attached to the sensor unit, or if the vehicle owner needs to configure the charging process (setting parameters such as the amount of the battery energy according to the state of charge (SoC), the amount of time connected to the platform, time-window for charging, etc.). In this case, the charging process can be initiated by connecting to the network where the management unit is reachable, eventually to the Wi-Fi network provided by the management unit, and manually starting the process, providing the required information. Figure 6 shows the application interfaces to initiate a charging process and to stop the charging process.
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General App Features
Apart from the EV charging process, which can be considered the crux of the system, the mobile app also implements several features that, although not as relevant, are required to achieve a production-grade design stage. Figure 7 and Figure 8 shows screenshots for some of the implemented features:
1. Application splash screen, Figure 7a 
Apart from the EV charging process, which can be considered the crux of the system, the mobile app also implements several features that, although not as relevant, are required to achieve a production-grade design stage. Figures 7 and 8 shows screenshots for some of the implemented features: 4.2.3. Software Architecture Figure 9 displays the mobile app software organization. From a functional perspective, the mobile app is split into several modules enforcing the separation of concerns between each functional unit. From the software architecture perspective, the mobile app is implemented following the Model-View-ViewModel (MVVM) pattern, which can be considered one extension of the Presentation Model (PM) pattern [37], frequently used in Xamarin.Forms applications (as well as other mobile apps) where each logical layer has a clear separation of concerns, as described:
• View, implemented with XAML (eXtensible Application Markup Language), a declarative language used to design and structure the user interface.
• View-Model is the binding element that intermediates the relationship between the View and the Model, mapping the information and actions between both elements.
•
Model is the representation of the data.
Rest Adapter since the mobile app entirely relies on services provided by the management unit, this component acts as a proxy between the mobile application and the services exposed. Due to the financial nature of transactions, the information exchanged between the mobile app and the central management unit uses a secure Hypertext Transfer Protocol Secure [38] 
Management Unit
The management unit is the heart of the platform. This section is divided into the following subsections: Hardware and Network Infrastructure; Software and Services Infrastructure; Management Services; Management Web Application; and the Blockchain.
Hardware and Network Infrastructure
The management unit was built using a Raspberry Pi 3 Model B+ hardware, and the Raspbian operating system. The unit was configured as a Wi-Fi access point, setting up the network to allow Wi-Fi communications between all the platform components (management unit, sensor units and mobile app). This configuration allows the deployment of a completely self-contained, pluggable, low-cost solution, without requiring any other infrastructure components (apart from the energy power grid), while increasing the security of the overall solution by reducing its exposure to external network threats. Complementarily, if deployed in a location with existing network support, the management unit can be connected to the network using the RJ45 Ethernet connector of the Raspberry Pi, allowing the platform to benefit from the existing infrastructure and to eventually be deployed in setups where the use of a Wi-Fi network may not be available or the most suitable option, for instance, a multi-level condominium parking lot, or a parking lot spread over several areas and sharing only one management unit. Figure 10 displays the software infrastructure that supports the services exposed to the platform elements (IoT unit, mobile app). 
Software and Services Infrastructure
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Hardware and Network Infrastructure
The management unit was built using a Raspberry Pi 3 Model B+ hardware, and the Raspbian operating system. The unit was configured as a Wi-Fi access point, setting up the network to allow Wi-Fi communications between all the platform components (management unit, sensor units and mobile app). This configuration allows the deployment of a completely self-contained, pluggable, low-cost solution, without requiring any other infrastructure components (apart from the energy power grid), while increasing the security of the overall solution by reducing its exposure to external network threats. Complementarily, if deployed in a location with existing network support, the management unit can be connected to the network using the RJ45 Ethernet connector of the Raspberry Pi, allowing the platform to benefit from the existing infrastructure and to eventually be deployed in setups where the use of a Wi-Fi network may not be available or the most suitable option, for instance, a multi-level condominium parking lot, or a parking lot spread over several areas and sharing only one management unit. Figure 10 displays the software infrastructure that supports the services exposed to the platform elements (IoT unit, mobile app). The platform services, built using the Spring Framework and SpringBoot, are exposed as a set of Representational State Transfer (REST) endpoints, self-documented through the use of the Swagger Framework, as presented in Figure 11 . This approach exposes an API (Application Programming Interface) that can be easily used by third-party applications, using standard interoperability tools, allowing the development of custom-made integrations (for instance, to integrate the platform with a condominium management system). The platform data is stored in a local MariaDB database server. Aiming to guarantee the security of the communications between the management console, the mobile app and the central unit use a standard HTTPS protocol that has been archived by the installation, and configuration of HTTPS certificates (freely provided by Let's Encrypt), deployed in an NGINX (Engine X) web server, which acts as a proxy between the "external world" and the services layer. The platform services, built using the Spring Framework and SpringBoot, are exposed as a set of Representational State Transfer (REST) endpoints, self-documented through the use of the Swagger Framework, as presented in Figure 11 . This approach exposes an API (Application Programming Interface) that can be easily used by third-party applications, using standard interoperability tools, allowing the development of custom-made integrations (for instance, to integrate the platform with a condominium management system). The platform data is stored in a local MariaDB database server. Aiming to guarantee the security of the communications between the management console, the mobile app and the central unit use a standard HTTPS protocol that has been archived by the installation, and configuration of HTTPS certificates (freely provided by Let's Encrypt), deployed in an NGINX (Engine X) web server, which acts as a proxy between the "external world" and the services layer. Figure 11. Self-generated API (to support interfacing with third-party applications). Figure 12 presents the application level services that constitute the EV charging platform. A brief description of the implemented services and their contribution to the overall platform is presented below:
Software and Services Infrastructure
Management Services
• Configuration: Provides a set of services required to configure the EV platform, allowing the user to define several platform parameters, such as the existing sensors and their configuration (e.g., network configuration, maximum current, accounting frequency, measure period, etc.), as well as the groups of sensors (sensors inside the same group, maximum load per group, etc.).
• 3A (Authentication, Authorization, Auditing): This module has a central role in the entire platform. It is responsible for centralizing all the operations related to user/system authentication ("who is who"), authorization ("what can do") and auditing ("what was done").
Apart from implementing the set of operations to manage the user access to the platform, it also implements the implicit authentication [6] to validate the charging request automatically, based on the current user's usage pattern.
•
Charge Monitor: This module collects and processes all information generated from the installed sensors to update the EV charging records and detect the end of the charging events, as well as any anomalies on the charging process (e.g., exceeding the nominal current, temperature, charging time), and triggering eventual notifications when required. This module also collects the user's usage pattern to estimate the power needs for the current charging process, as well as estimate the leave time of the EV from the charging plug, if that information is not provided explicitly by the user.
Charge Management: If the installation has the capability to enable or disable the EV charging process, by the use of network-controlled charging devices or by the use of charging switches attached to the sensor unit, the module enables or disables de-charging of the EV, aiming to properly distribute the available charging windows between all the EVs connected to the charging group, based on the charging requirements and the amount of time that the vehicle will be connected to the charging device and using the information provided explicitly by the user or inferred by the platform based on the users usage pattern.
• Notification Services: This module provides all the notification related services to the platform, routing the system-generated notifications to users that had subscribed to that notification (i.e., vehicle charged, abnormal charge pattern, etc.) • Transaction/Blockchain: This module supports all the "financial" related operations, for instance, it records the changing event in the blockchain ledger; if the installation supports the charge management process (described previously), it allows the platform managers to transfer "charging tokens" to the user's wallet (if not using a public crypto-currency network); it monitors the reception of user's transferred credit to start the charging process; and it returns the unused credit to the user's wallet. It also provides minimal reporting capabilities to allow the financial management and analysis of the platform usage. A brief description of the implemented services and their contribution to the overall platform is presented below:
• 3A (Authentication, Authorization, Auditing): This module has a central role in the entire platform. It is responsible for centralizing all the operations related to user/system authentication ("who is who"), authorization ("what can do") and auditing ("what was done"). Apart from implementing the set of operations to manage the user access to the platform, it also implements the implicit authentication [6] to validate the charging request automatically, based on the current user's usage pattern.
• Notification Services: This module provides all the notification related services to the platform, routing the system-generated notifications to users that had subscribed to that notification (i.e., vehicle charged, abnormal charge pattern, etc.) • Transaction/Blockchain: This module supports all the "financial" related operations, for instance, it records the changing event in the blockchain ledger; if the installation supports the charge management process (described previously), it allows the platform managers to transfer "charging tokens" to the user's wallet (if not using a public crypto-currency network); it monitors the reception of user's transferred credit to start the charging process; and it returns the unused credit to the user's wallet. It also provides minimal reporting capabilities to allow the financial management and analysis of the platform usage.
Each service is implemented following a similar pattern to the pattern presented in Figure 13 , where the responsibilities of each are defined as follows:
• Service Layer: Acts as a mapping service, translating the external representation of the information to the internal representation.
• Business Layer: All the application behaviour level is defined on this layer, and any interaction between layers made exclusively through the interface provided at this level.
Persistence Layer: This layer maps the internal representation of the information to representation used by the database engine.
Energies 2018, 11, x 13 of 25
Persistence Layer: This layer maps the internal representation of the information to representation used by the database engine. 
Web Application
The management unit exposes a web application, developed in Angular, which relies on the services exposed and allows the EV platform managers to monitor, configure and operate the platform. It also provides to the platform users a complementary user interface that, although supporting only a reduced set of the operations available on the native mobile app, allows the users to interact with the platform using browser-only technologies, available in a wider range of devices. Figure 14 displays some screenshots for the management unit web application. 
Blockchain Implementation and Integration
The transactions between the users and the platform rely on the exchange of EV charging tokens (self-generated). If using a "public" crypto-currency infrastructure like Ethereum (or Bitcoin), the The transactions between the users and the platform rely on the exchange of EV charging tokens (self-generated). If using a "public" crypto-currency infrastructure like Ethereum (or Bitcoin), the trades are made using that crypto-currencies (which can be exchanged in the market). Currently, the transaction is performed with a fixed energy price or based on pre-defined rules but, in the future, the price can be negotiated dynamically in full implementation of a smart grid [19] . This implementation uses the same approach of our previous work on this topic [19] . Figure 15 presents the interactions with a blockchain network using a private/internal blockchain ledger, whereas Figure 16 shows the interactions that would be held when using an "open" cryptocurrency (e.g., Bitcoins). The sequence of operations presented in Figure 15 and Figure 16 are explained as follows.
1. Using the mobile app, the user registers/creates his account on the blockchain network (if using public crypto-currency infrastructure, the user creates his crypto-currency wallet). 2. Using real money, the user buys EV charging tokens from the EV platform management, referring to the web interface of the Management Unit. The charging tokens are transferred from the platform wallet to the user wallet through a blockchain network (if using a public cryptocurrency the user buys the currency on the market). 3. Using the mobile app, the user sends charging tokens from his wallet to the EV platform wallet, defining the maximum amount to spend and the maximum time that the vehicle will be connected to the plug (used to optimize the power distribution). The Management Unit receives the transfer from the network and triggers the power management unit to start the charging process, which may not be immediate due to the optimization of the power distribution between the used chargers. 4. The Management Server receives the power measures from the charger, stopping the charging process when the maximum amount is reached, the maximum charging time is reached, or when the vehicle is removed from the charger (detected by a reduction of the consumed power). If the charging process is interrupted, the remaining amount is returned by the Management Server to the user wallet using the blockchain network.
Case Study at a Condominium
We applied the current approach to a shared place in a condominium, where three EV owners shared the condominium electric installation available at parking places for a period of 3.5 months. Each sensor was configured to generate one sample each minute, allowing further study of the current load patterns during a charging event. A set of three EVs (all Leaf vehicles with 24 kWh battery capacity) and three independent sensors (Sensor 0; Sensor 1; Sensor 2) were used; Figure 17 presents the diagram of the test environment for the case study. Due to physical constraints of the The sequence of operations presented in Figures 15 and 16 are explained as follows.
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The Management Server receives the power measures from the charger, stopping the charging process when the maximum amount is reached, the maximum charging time is reached, or when the vehicle is removed from the charger (detected by a reduction of the consumed power). If the charging process is interrupted, the remaining amount is returned by the Management Server to the user wallet using the blockchain network.
Case Study at a Condominium
We applied the current approach to a shared place in a condominium, where three EV owners shared the condominium electric installation available at parking places for a period of 3.5 months. Each sensor was configured to generate one sample each minute, allowing further study of the current load patterns during a charging event. A set of three EVs (all Leaf vehicles with 24 kWh battery capacity) and three independent sensors (Sensor 0; Sensor 1; Sensor 2) were used; Figure 17 presents the diagram of the test environment for the case study. Due to physical constraints of the installation, the charging adapter connected to Sensor 0 was directly connected to the power grid, without one intermediate switch ("always on" on the scheme). Figure 18a shows a photo of one of the IoT unit prototypes installed (Label (3) in Figure 18a ) of the test environment, measuring the current with the non-intrusive SCT-013-000-100A sensor (Label (1) in Figure 18a ). In this case, due to the weak Wi-Fi signal at the install location and the absence of other network infrastructure, the sensor unit was connected, using the RJ45 Ethernet interface, to a Wi-Fi Range Extender (Label (2) in Figure 18a ) to amplify the signal, allowing the IoT unit to reach the Management Unit accessible from the network where the Wi-Fi Range Extender was connected. Figure 18b shows the contents of the IoT unit installed in Figure 18a (Label (3) ). Figure 18a shows a photo of one of the IoT unit prototypes installed (Label (3) in Figure 18a ) of the test environment, measuring the current with the non-intrusive SCT-013-000-100A sensor (Label (1) in Figure 18a ). In this case, due to the weak Wi-Fi signal at the install location and the absence of other network infrastructure, the sensor unit was connected, using the RJ45 Ethernet interface, to a Wi-Fi Range Extender (Label (2) in Figure 18a ) to amplify the signal, allowing the IoT unit to reach the Management Unit accessible from the network where the Wi-Fi Range Extender was connected. Figure 18b shows the contents of the IoT unit installed in Figure 18a (Label (3) ). Table 2 summarizes the data collected during the case study. Figure 19 shows the charging time and the average charging power for each charging event (for events with > 3 h of charging duration), where it is possible to identify an average value of 2.3 kW, approximately (assuming an root mean square, RMS, voltage value of 230 V). The absence of a strong correlation between the charging time and the average charging power is also observable (the correlation coefficient between the charging duration and the charging power dataset is −0.30), which suggests that the average charged power by hour load is limited by the charging device and not directly dependent of the amount of energy required to charge the EV (e.g., a charging event of 6 h has a similar average charging power as a charging event with 3 h). Figure 20 displays simultaneous charging events for the entire period analysed (330 charging events on 20 January and 12 May). Due to the power limitations, only two EVs are allowed to be charging at the same time, using full charging power, and the power is delivered on a first-come, first-served (FCFS) basis, where the platform controls the maximum number of stations that are allowed to charge the EVs simultaneously, queueing the remaining charging requests until a charging slot is available. Figure 20 displays simultaneous charging events for the entire period analysed (330 charging events on 20 January and 12 May). Due to the power limitations, only two EVs are allowed to be charging at the same time, using full charging power, and the power is delivered on a first-come, first-served (FCFS) basis, where the platform controls the maximum number of stations that are allowed to charge the EVs simultaneously, queueing the remaining charging requests until a charging slot is available. Since the charging platform measures the supplied power continuously, it detects when the EV is fully charged. At that time, it interrupts the EV charging process, transfers the data to the blockchain network (to account for the transaction performed), and starts supplying energy to the next EV queued. Supported by the drivers' consumption profile and the statistical information about their behavior (taken from past stored data, average power required, the average number of hours before the vehicle is unplugged, etc.) a priority/utility-based resource scheduler can be applied to maximize the benefits/utility of the energy supplied. Figure 21 shows the charging sessions of a Leaf with 24 kWh battery capacity, in a 3.5 month period, where it is possible to verify charging session periods ranging from 1 to 9 h (with an arithmetic average of 5.12 h and standard deviation of 2.03 h), and Figure 22 shows the charged energy, which varies between 2 kWh and 22 kWh (with an arithmetic average of 11.67 kWh and standard deviation of 4.58 kWh). It is possible to identify in this figure that, on average, this driver only charges 52% of the total charge and uses, on average, 5.5 hours to charge the EV. From this approach, it is possible to identify driver profiles and use this for future charging processes accounting for the power limitation, as is shown in [19, 22] . Since the charging platform measures the supplied power continuously, it detects when the EV is fully charged. At that time, it interrupts the EV charging process, transfers the data to the blockchain network (to account for the transaction performed), and starts supplying energy to the next EV queued. Supported by the drivers' consumption profile and the statistical information about their behavior (taken from past stored data, average power required, the average number of hours before the vehicle is unplugged, etc.) a priority/utility-based resource scheduler can be applied to maximize the benefits/utility of the energy supplied. Figure 21 shows the charging sessions of a Leaf with 24 kWh battery capacity, in a 3.5 month period, where it is possible to verify charging session periods ranging from 1 to 9 h (with an arithmetic average of 5.12 h and standard deviation of 2.03 h), and Figure 22 shows the charged energy, which varies between 2 kWh and 22 kWh (with an arithmetic average of 11.67 kWh and standard deviation of 4.58 kWh). It is possible to identify in this figure that, on average, this driver only charges 52% of the total charge and uses, on average, 5.5 h to charge the EV. From this approach, it is possible to identify driver profiles and use this for future charging processes accounting for the power limitation, as is shown in [19, 22] . Figure 23 shows the charging process with three EVs at the condominium, where it is possible to identify that, due to the power limitation, EV2 had to wait for an available charging window. Figure 23 shows the charging process with three EVs at the condominium, where it is possible to identify that, due to the power limitation, EV2 had to wait for an available charging window. Figure 24 presents the distributions for the charging time (left) and for the charged energy (right) for each charging event. It can be observed that for 89% of the charging events ((117 + 82 + 69)/300), the EV will be charging for 6 h or less. A similar analysis can be made for the charging energy, where for 92% ((108 + 93 + 76)/300) of the charging events, the EV will charge 15 kWh, which represents roughly 62.5% of the total battery capacity. Figure 24 presents the distributions for the charging time (left) and for the charged energy (right) for each charging event. It can be observed that for 89% of the charging events ((117 + 82 + 69)/300), the EV will be charging for 6 h or less. A similar analysis can be made for the charging energy, where for 92% ((108 + 93 + 76)/300) of the charging events, the EV will charge 15 kWh, which represents roughly 62.5% of the total battery capacity. Several usages pattern also were observed. Figure 25 displays the distribution of the amount of time between each EV charging event, which shows that for 64% of the times the driver charges the EV with less than 20 h between charging events, which may be correlated with the commute journey. Several usages pattern also were observed. Figure 25 displays the distribution of the amount of time between each EV charging event, which shows that for 64% of the times the driver charges the EV with less than 20 h between charging events, which may be correlated with the commute journey. 
Future Implication of Mobile Devices as a Payment System for EV Charging
EVs face several problems when going abroad, due to the need for previous planning in getting charging cards from foreign operators in a process that is not easy. The developed app for the condominiums can be adapted for public charging with an identity management process and a secure environment provided by the blockchain.
This approach can be similarly applied for mobile ticketing systems, allowing users to buy public transportation tickets using mobile devices (see [27] as an example of this work), or pay motorway fees and for other services.
Some commercial approaches are currently being tested; for example, charging stations in the UK will be equipped with NFC payment technology [40] . In future work, we will perform security tests on this appro 
Some commercial approaches are currently being tested; for example, charging stations in the UK will be equipped with NFC payment technology [40] . In future work, we will perform security tests on this approach and develop an interface to a payment service.
Conclusions
The work presented in this paper explores different approaches based on IoT, mobile devices and blockchain to create a novel solution for the EV charging process in shared spaces with authentication and security features, accounts and a transaction system. This approach can contribute to the proliferation of EVs, because one of their current barriers is the charging process at condominiums and rented houses. Moreover, from this solution, it is possible to identify EV charging profiles, The proposed solution demonstrated the robustness of the developed prototype for an EV charging process in shared spaces in the context of the presented case study at a condominium. During the 3.5 month of operation, there was only one failure of an IoT sensor unit due to a general power failure, and the problem was corrected by simply delaying the start of the charging process. Although no network-related limitations were identified while using traditional wired (Ethernet) and wireless (Wi-Fi) local area network (LAN) technologies to establish communication between the IoT devices and the Management Unit for the presented case study environment, the implementation of the system in wider geographical environments or other building topologies may require the use of wireless communication technologies more suitable for that context, for instance, low-power wide-area network (LPWAN) technologies such as LoRa, Sigfox, NB-IoT or LTE-M.
